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Abstract—Known implementations for cross-blockchain token
transfer do not provide mechanisms that prevent tokens from
getting lost in transit. Ideally, such finalization mechanisms do
not rely on a centralized authority in order to avoid undermining
the blockchain’s general principle of decentralization.

In this paper, we present extensions for a cross-blockchain
token transfer protocol to ensure that tokens in transit are
eventually recreated on the destination blockchain and to provide
transfer confirmations on both blockchains involved in the
transfer in a fully decentralized manner. Further, we evaluate
the proposed protocol extensions in terms of transfer cost and
duration by transferring ERC20 tokens from Rinkeby to Ropsten.

I. INTRODUCTION

The Token Atomic Swap Technology (TAST) research
project! aims to create a platform for cross-blockchain interop-
erability. The overarching goal is to investigate possible means
of interconnecting various blockchains [1]. As an important
step towards achieving this goal, we aim to create a cross-
blockchain token, i.e., a token that can be freely exchanged
between various blockchains [3].

So far, tokens that can be transferred to other blockchains
either rely on centralized entities coordinating the exchange [6]
or a user needs to find another party willing to swap tokens,
e.g., via atomic swaps [5]. However, within TAST we aim to
provide a token that can be transferred between blockchains
in a decentralized manner without having to swap tokens with
another party.

A cross-blockchain transfer occurs when burning a cer-
tain amount of tokens on the source blockchain and then
recreating the same amount of tokens on the destination
blockchain [3]. Of course, the tokens should only be recreated
on the destination blockchain if the burning of the tokens has
actually occurred on the source blockchain [3]. Hence, the
destination blockchain needs a way to verify the existence of
the transaction burning tokens on the source blockchain.

One possibility to verify transaction inclusions across
blockchains are so-called blockchain relays [2]. Relays repli-
cate the state of a source blockchain within a destination
blockchain and as such enable the destination blockchain to
verify the existence of certain pieces of state on the source
blockchain. The replication of the source blockchain happens
in a completely decentralized way and consequently does not
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require trust in a centralized entity [2]. Using a blockchain
relay, it becomes possible to verify on the destination block-
chain that a transaction burning some tokens has occurred on
the source blockchain [7].

In the last White Paper [4], we presented a protocol that
leverages blockchain relays to enable such decentralized cross-
blockchain token transfers as envisioned by TAST. However,
the existing protocol suffers from a couple of limitations.
First, the protocol does not guarantee transfer finality. That
is, the protocol does not ensure that tokens that are burned
on the source blockchain are eventually recreated on the
destination blockchain—tokens can get lost in transit. Second,
even if transfer finality was guaranteed, the source blockchain
currently would have no possibility to know when a transfer
has actually been finalized on the destination blockchain. This
is important in case certain actions need to take place on the
source blockchain as a result of a successful transfer.

To tackle these issues, the work at hand presents two
extensions to the protocol. The first extension enables transfer
finality. It remains fully decentralized by deploying a so-
phisticated incentive scheme. The second extension provides
functionality to report back successful transfer finalizations
to the source blockchain. Further, we evaluate the extended
protocol in terms of transfer cost and duration by transferring
ERC20 tokens from Rinkeby to Ropsten.

II. RECAP: WHITE PAPER VIII

In White Paper VIII [4], we describe a protocol for realizing
cross-blockchain token transfers based on the cost-efficient
blockchain relay that has been developed within TAST.

To recall, a blockchain relay is operated by off-chain clients
who continuously submit block headers from a source block-
chain to a destination blockchain. With the source blockchain
essentially being replicated within the destination blockchain,
it becomes possible from within the destination blockchain to
make queries such as “Is a certain transaction tx included in
and confirmed by the source blockchain?”. Whenever such a
query is requested, off-chain clients need to submit the trans-
action’s Merkle proof of Membership [3] to the blockchain
relay. As this proof is verified on-chain, no trust in the client
submitting the Merkle proof is required.

In White Paper VIII, we show how the functionality of
blockchain relays can be leveraged to realize cross-blockchain
token transfers. Consider the case in which Alice wants to
transfer tokens from the source blockchain to the destination
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Figure 1: Cross-blockchain Token Transfer with Blockchain Relay

blockchain (Fig. 1). First, Alice burns some amount of her
tokens by submitting a BURN transaction fxgury invoking
the smart contract responsible for managing the tokens on
the source blockchain (token contract). When being invoked,
the contract reduces the balance of Alice. Eventually, fxgyrn
is included in a new block and appended to the source
blockchain. When this happens, off-chain clients (so-called
relayers) forward the header of the new block to the blockchain
relay contract running on the destination blockchain. Once
the relay contract is aware of the new block header, Alice
creates the Merkle proof of Membership for zxzyry and submits
it via a CLAIM transaction to the smart contract authorized
for managing tokens on the destination blockchain (token
contract). When being invoked, the contract forwards the
provided Merkle proof to the relay contract. If the relay
contract confirms the inclusion of fxzyry Within the source
blockchain, the token contract recreates the tokens on the des-
tination blockchain, i.e., the balance of Alice on the destination
blockchain is increased by the burned amount. Otherwise, the
CLAIM transaction is rejected.

As such, a cross-chain token transfer essentially involves the
burning of tokens on the source blockchain and their recreation
on the destination blockchain. Further, to ensure that no tokens
can be burned or claimed illegally, protocols for cross-chain
token transfers must adhere to the following requirements [8]:

(1) Ownership: Only the rightful owner of tokens can initiate
their transfer.

(2) No Claim Without Burn: Each CLAIM needs to reference
a valid BURN.

(3) Double Spend Prevention: Each BURN can be claimed at
most once.

(4) Decentralized Finality: Each burned token is eventually
claimed on another blockchain. This finalization process
should not depend on a central authority.

(5) Transfer Confirmation: For any cross-blockchain transfer,
the source blockchain is eventually informed of the
success of the transfer.

III. PROTOCOL EXTENSIONS

The protocol presented in [4] fulfills requirements (1) to (3).
However, it lacks with regards to requirements (4) and (5).
Hence, it is possible that tokens are burned on the source
blockchain without ever being recreated on the destination
blockchain, reducing the total supply of tokens over time.
Further, even if the transfer is eventually finalized on the
destination blockchain, the source blockchain never retrieves
a finalization confirmation. It can never be certain that a
transfer was actually finalized. To circumvent these issues,
we augmented the protocol by two extensions which we also
present in a scientific publication [8]. This section provides a
concise summary of the two extensions.

A. Decentralized Finality

As mentioned above, it is important that protocols for cross-
blockchain token transfers ensure that tokens are eventually
recreated on the destination blockchain. Notably, finalization
should not depend on a single centralized actor. For instance,
even if Alice is indisposed to finalize a transfer, finalization
should take place regardless.

To allow this, we add a finality period t to transfers. This
period starts when zxgyry is included in the source blockchain.
If the burned tokens are not claimed by Alice within the
finality period ¢, any user can post the claim to finalize the
transfer. To encourage other users to post the claim in case
Alice is indisposed to do so, the user submitting the claim gets
a fraction of the transferred tokens as reward. The remaining
tokens are still transferred to the account of Alice.

Thus, before recreating the tokens, the token contract on the
destination blockchain needs to know whether ¢ has already
elapsed. For that, the token contract leverages the blockchain
relay by sending a query whether the block containing fxzygy
is confirmed by at least ¢ succeeding blocks. If the relay
confirms that this block has at least ¢ successors, the period ¢
is considered elapsed, otherwise not.
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As users incur cost when finalizing transfers (e.g., trans-
action fees), the reward must be high enough to compensate
these cost. The described concept guarantees transfer finality
as long as at least one user follows the protocol [8].

B. Transfer Confirmation

While the above extension ensures the recreation of tokens
on the destination blockchain, the source blockchain does
not learn about the finalization of the transfer. This may
be essential in case the source blockchain needs to perform
some actions (e.g., transferring ownership) if a certain cross-
blockchain token transfer has been executed successfully (i.e.,
the tokens have been successfully recreated on the destination
blockchain). To allow the source blockchain to react to the
finalization of a transfer, we implement a further extension.
This extension augments the protocol by a third kind of trans-
action (CONFIRM) that can be used to report the successful
token transfer back to the source blockchain.

The steps introduced by this protocol extension are outlined
in Fig. 2. As shown in the figure, after claiming the tokens
on the destination blockchain, users can post a CONFIRM
transaction to the source blockchain. This third transaction
type enables the source blockchain to trigger further actions
(e.g., transfer of ownership) on the basis of a successful
transfer finalization.

However, analogous to CLAIM transactions, the user posting
the CONFIRM transaction on the source blockchain incurs cost.
To reward users for their service, we introduce an incentive
similar to that used for transfer finalization. If the user that
burned the tokens on the source blockchain (in our example
Alice) does not confirm the finalization of the transfer within
a time period ¢, any user can post the CONFIRM transaction.
To ensure that users confirming the finalization on the source
blockchain get a reward, Alice has to provide some stake
when she first burns the tokens. This stake is locked on
the source blockchain for the duration of the time period c.
If Alice confirms the finalization of the transfer within c,
she gets back control of the locked stake. If not, any user
posting the CONFIRM transaction can get the locked stake.
This incentivises users to confirm the transfer finalization on
the source blockchain. As long as at least one user is honest
(i.e., they follow the protocol rules), it is guaranteed that the
successful execution of a transfer is reported back to the source
blockchain [8].

With the presented extensions in place, the initial protocol
now fulfills all defined requirements for cross-blockchain
token transfers. In the following section, we present results
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Figure 3: Avg. Transaction Gas Consumption [8]

obtained from a comprehensive evaluation of the extended
protocol.

IV. EVALUATION

We analyze the extended protocol regarding the defined
requirements, transfer cost and duration. A comprehensive
presentation of the obtained results as well as a detailed pro-
tocol specification is provided in the corresponding scientific
publication [8]. In the following section, we provide a concise
summary of the obtained results.

To get an estimation of transfer cost and duration, we
conduct cross-blockchain asset transfers between the public
Ethereum test networks Rinkeby and Ropsten. In particular,
we perform 500 transfers of 1 ERC20 token from Rinkeby
to Ropsten. For simplicity reasons, as the second protocol
extension (Section III-B) also includes the steps of the first
extension (Section III-A), we only use the implementation of
the second extension for our experiment. The corresponding
smart contract has been deployed on both Rinkeby and Rop-
sten.

A. Transfer Cost

For every performed transfer, we measure the gas con-
sumption of all three transaction types (BURN, CLAIM, and
CONFIRM). The obtained results are outlined in Fig. 3. Note
that the figure contains the gas consumption for the protocol
as well as the gas consumption of the blockchain relay used
for verifying the inclusion of transactions.

The total gas consumption of the first protocol extension
(see Section III-A) is about 343.5 kGas (standard deviation
25.81 kGas), calculated as the sum of the BURN and CLAIM
transactions. The total gas consumption of the second ex-
tension (see Section III-B) is about 744.4 kGas (standard
deviation 46.01 kGas) as it additionally includes the gas
consumption of the CONFIRM transaction. With an exemplary
exchange rate of about 130.10 EUR? per ETH and a gas
price of 1.5 GWei?, this results in transfer cost of about 0.07,
and 0.15 EUR for the first and second protocol extension,
respectively. Notably, the transfer cost strongly depends on the
used blockchain relay. In case other mechanisms for verifying
transaction inclusions are used, the cost may change.

202.04.2020
326.03.2020


https://rinkeby.etherscan.io/address/0x17e225fb242f5359915583b760808aae4b1c5623
https://ropsten.etherscan.io/address/0xa2a7d22993259c842c0af0a47779046a5818712b
https://ropsten.etherscan.io/address/0xa2a7d22993259c842c0af0a47779046a5818712b

—
[

. H

u AInclusion o AConﬁrmation ARelay
CONFIRM
(Rinkeby) |
CLAIM :
(Ropsten) |
BURN )
Rinkeby) | I
H
|

T

| | | | | | | | | | | | | | | | | | | |
0 20 40 60 80 100 120 140 160 180 200 220 240 260 280 300 320 340 360 380 400

Duration in Seconds

Figure 4: Avg. Transaction Durations [8]"
" thin bars depict the standard deviation

B. Transfer Duration

In this section, we analyze the minimum transfer duration.
For that, we submit each transaction at the earliest possible
time, i.e., as soon as the preceding transaction is included in
the blockchain and confirmed by enough blocks. Further, we
require each transaction on Rinkeby as well as on Ropsten to
be confirmed by at least 5 succeeding blocks. Both blockchains
have an inter-block time of approximately 15 seconds.

As tokens are sent from Rinkeby to Ropsten, BURN and
CONFIRM transactions are submitted to Rinkeby while CLAIM
transactions are submitted to Ropsten. Hence, durations for
BURN and CONFIRM transactions are measured on Rinkeby
whereas for CLAIM transactions on Ropsten.

Essentially, CLAIM (CONFIRM) transactions can be sub-
mitted to Ropsten (Rinkeby) as soon as the corresponding
BURN (CLAIM) transactions are included and confirmed on
Rinkeby (Ropsten). However, users need to wait until the
relay running on Ropsten (Rinkeby) has been brought up
to date before they can submit the corresponding CLAIM
(CONFIRM) transactions. Otherwise, the transactions would not
be successful as the relay does not have enough information
to verify the inclusion of the transactions yet. To this end,
Alnclusion denotes the duration from the moment a transaction
is submitted to Rinkeby (Ropsten) until it is included in some
block, Aconfirmation Specifies the time it takes for an already
included transaction to be confirmed by enough succeeding
blocks, and Age.y denotes the time it takes for the relay to
collect enough information to be able to verify the inclusion
of the transaction.

Figure 4 shows the average duration for each transaction
type as well as for both extensions. With an average dura-
tion of 91 seconds (standard deviation of 9 seconds), BURN
transactions clearly achieve the smallest duration, followed by
CONFIRM transactions (average duration of 114 seconds, stan-
dard deviation of 22 seconds) followed by CLAIM transaction
(average duration of 191 seconds, standard deviation of 103
seconds). As shown in the figure, the durations of CLAIM and
CONFIRM transactions strongly depend on the used blockchain
relay. If other mechanisms for verifying transaction inclusions
are used, the durations of these transaction types may change.

The total duration of the first protocol extension is cal-
culated by summing up the durations of BURN and CLAIM
transactions, while the total duration of the second extension
also contains the duration of CONFIRM transactions. This
yields an average transfer duration of 282 seconds (standard
deviation of 103 seconds) and 395 seconds (standard deviation
of 106 seconds), respectively. Transfers with the second pro-
tocol extension clearly take longer as an additional transaction
is required.

V. CONCLUSION

In the last White Paper, we presented a protocol that realizes
cross-blockchain token transfers by leveraging blockchain
relays. Despite enabling decentralized token transfers as envi-
sioned by TAST, the protocol neglects important requirements
such as decentralized finality and transfer confirmations. These
requirements need to be fulfilled to ensure that tokens are not
lost in transit.

In this paper, we described two extensions of the protocol
that take these requirements into account. First, we added
an incentive structure encouraging any user to finalize token
transfers in case the sender is indisposed to do so. Second,
functionality for reporting transfer finalization back to the
source blockchain was implemented. This feature allows the
source blockchain to take further actions on the basis of suc-
cessful token transfers (e.g., transfer of ownership rights if the
tokens are successfully sent to the receiver on the destination
blockchain). We evaluated the extended protocol regarding the
defined requirements, transfer cost and duration in a scientific
publication which also contains detailed specifications of the
described extensions. In the work at hand, we presented a
concise summary of the obtained results.

The proof of concept implementation used for the evaluation
is currently restricted to Ethereum-based blockchains. In future
work, the approach will be extended to other blockchain
platforms as well. Finally, we will explore blockchain interop-
erability solutions beyond cross-blockchain token transfers.

DISCLAIMER

Information provided in this paper is the result of research,
partly based on publicly available resources of varying qual-




ity. Popular use of cryptocurrencies includes investment and
speculation on price developments of currencies and assets.
The goal of this paper is to describe technical aspects relevant
for the TAST research project. Economic considerations or
future price developments are therefore not discussed. Tech-
nologies are described from a purely technical point of view.
Therefore, the information in this paper is provided for general
information purposes only and is not intended to provide
advice, information, predictions, or recommendations for any
investment. We do not accept any responsibility and expressly
disclaim liability with respect to reliance on information or
opinions published in this paper and from actions taken or not
taken on the basis of its contents.
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